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21 SEP 1965 


MEMORANDUM FOR: Deputy Director for Support 


SUBJECT 


Office of Security 

Accomplishments * FY 1946 ami. -?*Y l%7 
Plans - FY 1947 and FY 196S 


25X1 


1. This memorandum is for your information only. 

2. In accordance with your request* attached is the Office 
of Security topical outline of suggested iterr.S to be used in briefing 
the DCl and the Executive Director. 

3. The Items set forth under Tab A reflect the major 

accomplishments of the Office of Security for FY 1966 and thus 
far in FY 1967. The Items set forth under Tab 3 reflect the plans 
and objectives of this Office for the remainder of f Y 1967 and FY 
1966. Tab C contains the accomplishments and objectives of the 
Special Security Center and is submitted separately since It is in 
thel |Sy stern . 


Howard J. Osborn 
Director of Security 


DISTRIBUTION: 

Orig. & 2 - Adse. 

1 - Subj file 
1 - Chrono 
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SECRFI 


TAB A 


OFFICE OF SECURITY 


GENERA b “ AMAOEMENT 


Executive 


U Unauthorized Disclosure 

Efforts to detect unauthorized disclosures have 
included a daily review of intelligence community 
publications, newspapers, trade publications and re- 
ports to the DCl concerning press contacts. Possible 
unauthorized disclosures have been discussed with ap- 
propriate CIA analysts. In at least tsn of these cases, 
reports lave been submitted to the Director of Security 
and in three instances reports have been forwarded to 
the DCI. 

2. War and Contingency Plans 


Seven war and contiagsacy plans were reviewed 
during this period. 
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Upon referral by the DDCI in 1965, the Committee 
reviewed the existing procedures in the intelligence 
community for the security processing of accredited 

The Com - 

vnuxee. lounct t&at each department had different procedures 
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member agencies. On 19 «eptr-nber 1966, USI 3 approved 
tlie policy guide and issuilid it to Members for implementa- 
tion in their departments. 


b. Special Security 


(Submitted as Tab'© in separate channel). 


c- Administrative Support 


i'he Se curity Education Program was presented to 
all new employees during this period. In addition, the 
Security Indoc trinattau Course was given to Agency 
dependents preparing for overseas assignments. In 
connection with the Security Training Program, courses 
were formulated and presented concerning investigative 
and operational support techniques and practices. 


PERSONNEL. SECURITY 


The external Counterintelligence liaison effort, 
which involves the exchange of Counterintelligence data 
with other Agency departments, services | | 

organisations, was expanded to include 25 such units. 

A confidential Internal and external source activity en- 
abling the acquisition of sensitive information not 
normally available through routine and investigative 
sources was added to the Staffs activities. 
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2. The Review Program 

A continuous review mas conducted of all security 
cases iiaving a Counterintelligence potential. This 
included a review of technical interviews, debriefings, 
intelligence reports of both this Agency and other Intel- 
ligence agencies, and reports of foreign contacts and 
travel. 

3. The Publications frt onttoring Program 

A close r. emit or tag s I Communist and extremist 
publications providing a continuing source of information 
on activities affecting Agency personnel, physical security 
and Counter intelligence requirements was continued. 
Publications of Security and Counterintelligence components 
of other government agencies enhanced the monitoring 
program. 

4. The Counterespionage Program 

This Program, designed to protect the Agency from 
positive penetration* has resulted in a number of cases of 
concurrent interest to the FBI, this Office and the Cl 
Staff/ DDP. 

5 . The Cl Operational Support Program 

In consonance with the Cl Staff /DDP and other 
Counterintelligence elements of the Agency, this Office 
is currently examining cases additional to the CE 
Program, but not limited to the development and f xploita- 



6. Cl Publication Program 


A bi-weekly publication on domestic and foreign 
Communist and other extremist groups received un- 
interrupted publ ication and dissemination to OS personnel 
at Headquarters] and overseas. 

Special Counterintelligence studies were released during 
this period as supplemental to the bi-weekly Digest. 
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The Staff provide* lecturer* for Cl/Counter- 
eapionage presentations for the Office of Security, the 
Defease Intelligence Agency, and the Naval Intelligence 
School. 
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Case i.oad 


25X9 


During this period, the Interrogation Research 
on handled a case l oad whi ch increased from 
cases in FY 1965 to| leases in FY 1966. 
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ocnetman g 2* t echnical Interrogations 

A major change In the policy was introduced whereby 
the polygraph interview is given as one of the final steps 
in the selection and screening of applicants. This reduces 
the number of interviews as a result of those cases which 
are screened out by other processes prior to the polygraph 
interview. 


29 Sept. 1966 - This page retyped per PSD to incorporate changes made 


under "Reinvestigati 

Approved For Release 2 


3B00823R0004001 10011-0 




Approved For^[ease 2003/03/11 : CIA-RDP83B008^^004001 1001 1-0 




3. Research 

A remote print-os* 4tv*»ce was installed permitting 
the printing of polygraph charts at a remote location. 

This will permit more n < aningful research particularly 
on the question of the reliability and the validity questions. 

Security Records 


ion of Summer Etr.i 


Through the utiUzattoa of summer employees, the 
Security Records and C o msmmicatlo ne Division searched 
its entire holdings of over | [ dossiers for misfiled 

material. Although this operation had not been conducted 
for several year*, nevertheless only approximately 100 
misfiles were located which Is a good record considering 
the activity of these records. 
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Open shelf filing was installed in the Com parti-rented 
Information Branch which permitted the return of 20 four- 
drawer combination safes to inventory. In addition, 132 
linear feet of filing space was gained by using open shelf 
storage. 

3. File Retirement Program 
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Increased emphasis was placed on the file retire- 
ment program within the Security Records and Communica- 
tions Division. An inventory of files which was completed 
in march 1965 revealed that the Office of Security had 
retired | [ dossiers. Throu gh Augus t 1966 the number 

of retired files was Increased to I j 
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automatic Data Proci 


1. Conversion of Security Index 


In FY 1966 the Security Record s and Comm unications 
Division completed the conversion of I i ndex 

records to magnetic tape in order to establish a computer 
name tracing system. Full implementation of the system 
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awaits the completion of the '*up date'* program by the 
Office of Competof Service a (the "tap date ' 1 program is 
needed to add, d*l«ts, and change records In the master 
file). lv inirual use In being made of the systems research 
program to ascertain Ills numbers per taining to un- 
numbered correspondence. It is planned that this program 
will be operational in 1967. 


III. PHYSICAL SECURITY 


a. Physical Sec urity 

m * l "**l*ll"*»*»*** tnttaMSNadhn 

1. Overseas Surveys 
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Security surveys were conducted at | | bases and 
stations in Africa, Latin Am eri ca and the Noar 


3* Protection of Personnel Overseas 


25X1 

25X1 


25X1 



25X1 

25X1 


6 

Approved For Release 2003/03/1^: CIA-RDP83B00823R0004001 1001 1-0 

>i' i S 





r 



Approved For ^^ase- 


2003/03/11 : CIA-RDP83B0082 




0400110011-0 



6. Closed Circuit TV 
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An exterior security closed circuit TV is now being 
installed | | When completed, a 

guard posted at the main warehouse will be able to 
monitor the entire compound. In addition to increasing 
efficiency* an entire guard pest will be eliminated. 
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8 . ARFCQS Procedures 
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A representative of the Physical Security Division 
participated in the overseas review of ARFCOS facilities 
ami procedures as a member of a special study group 
under the direction of the Joint Chiefs of Staff. Improve- 
ments were recommended. 


9. Training of Overseas Personnel 


A total of 


□Agency personnel scheduled to go 
overseas were provided training in physical security 
procedures and equipment such as installing and main- 
taining alarm systems, repair of safekeeping equipment 
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and ike proper handling And use of document destruction 
devices. Agency jhmt Sonne i destined for overseas posts 
were also pr ovideitraining and familiarization courses 
In firefighting, riot control and general safety subjects. 

10. President* s MISSION SAFETY -70 

In support of tills program, an additional professional 
employee was assigned to she Physical Security Division to 
assist the Agency in meeting the Presidential objectives. 

He has initiated a program to brief new employees on 
"SAFETY -70" and has prepared and disseminated appropriate 
notices paacppnbm *h» program to Headquarters components 
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b. Technical Security 


l. Su? 


rt to Fort 


rencv Activities 
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a. During FY 196$, 18 overseas Inspection trips 
were made which covered audio countermeasures in- 
spections at | [stations a pd bases. 

b. | | inspections were completed and 

251 RF inspections were made in and around Agency 
Headquarters buildings. 


25X1 
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7. Hew Concepts 


hree courses are currently underwaj 


25X1 


sponsored and instructed by TD/OC for Technical division 
personnel, and U3XB TSCC community invitees. These 
courses are in Easer/l R, X-Ray, and Signal analysis. 


1. Esi 


An Industrial Security Support Division was established 
as a result of an Intensified survey which was conducted by 
the Inspector General concerning the security of industrial 
contracting activities. The Division will exercise centralized 
security cognizance over Agency industrial contracting 
activities. 


INVESTIGATIONS 


(a) During FY 1966, the Investigations Division 
completed 19, 618 cases involving field Investigation as 
compared with 17, 369 In FY 1965, amou nting to a n in- 
crease of 13%. Of this total* there were | [S taff 

Applicant and Contract Employee eases Involving full 
field investigation in FY 1966, as compared with I I 
in FY 1965, amounting to an increase of 24%. 


(b) During the first two months of FY 1967, the 
Investigative Division completed I I Staff Applicant 
and Contract Employee cases involving full field in- 
vestigations. This represents an increase of 24% over 
completions for the first two months of FY 1966 for this 
category of cases* 
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TAB B 


PLANS AND OBJECTIVES - FY 67 - JTY 68 


I. GENERAL MANAGEMENT 

a. Executive and Planning 

1. Establish through ths Security Committee and the United 
States Intelligence Board uniform personnel security criteria for 
all compartment ed security systems. 

2 . Efforts will be continued to uncover the sources of unauthorized 
disclosures of classified intelligence and to discourage potential 
offenders. 

3. E n s u re irsxinutn utilization of Automatic Data Processing 
in security programs. 


(Submitted as Tab C) 




Ea- nsna 


Security Traimuaj . 

To continue current security training programs at or above 
current levels. 

II. PERSONNEL SECURITY 
a. Counterintelligence 

Cl Source Program 

The Cl Source Program will be continued. In addition to the 
current liaison with Counts rintslli genes sources in other government 
agencies and law enforcement services, it is planned to increase and 
enlarge the scope of this activity. within existing budgetary limitations, 
seeking still more comprehensive coverage. 
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Similarly, all of the other facets of thii ope radon are being 
directed la continuance of their outlined functions* all being targeted 
toward preventing pone t rations of the Agency by opposition intelli- 
gence services. Concur reef with this objective, necessary support 
is being continued to the Cl Staff/DDP, area Counterintelligence 
elements of the Agency and the FBI in cases which may effect the 
internal security of the nation. 

b. Personnel Security 


Applicant Type Cases 

1. For the fiscal year ift the Personnel Security Division will 
attempt to gear itaelf under the present TO to schedule investiga- 
tions and appraise Applican t type c ases in erdsr that the Office of 
Personnel can enter o n duty ) Staff Employees. In addition, 


approximately 


by this Division, exclusive of the 
Program. 


|other hill fi eld inv estigations will be processed 
1 cases under the Reinvestigadon 


2. All consultants to the Agency and other people who have an 
association with the Agency of some type are given thorough defease 
briefings if they travel abroad behind the Iren Curtain. 

c. Polygraph 

1. Case Load 


The FY 1966 case load totalled | [ c ases. For FY 67 the 
anticipated case load Is slightly more than I One additional 

examiner has been located and will be trained to handle this work. 


2. Research 

(a) An initial reliability and validity study will be 
completed. 

(b) Determinations will be made on ether pending 
research efforts, ae follows: 

(1) the applicability of computer processing 
to chart analysis; 
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(2) the usefulness of new parameters to the 
existing polygraph program; 

(3) the usefulness of saw new sensor in con- 
junction with the existing polygraph program. 

(c) In FY 194a final decision will be made on whether 

a pattern recognition device is both possible and economical. 

(d) Studies will begin in FY 68 on those portions of the 
polygraph process not having to do with chart analysis, i. e. , 
studies will be made on the examiner-subject relationship, 
questions, question content, and interrogation as it exists in 
the polygraph context. 

d. Automatic Data Processing 


Computer Name Tracing System 

In FY 66, the Security lie cords and Communications Division 


Jindsx records to magnetic 

tape in order to establish a computer name tracing system. Full 

r - .... m m tr 


completed the conversion of 


implomeatatioa of the system awaits the completion of the "update" 
program by the Office of Computer Services. (The "update pro- 
gram is needed to add* delete, and change records in the master 
file.) Minimal use is being mads of tho system’s search program 
to ascertain fils numbers pertaining to unnumbered correspondence. 
We plan to be operational in FY 1947-68. 


111. PHYSICAL SECURITY 
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a. Physical Security 


1. Overseas Survey Program 



this is accomplished the annuel survey capability will have been 
achieved. 
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To continue to kaep abraaet of and employ the latest develop- 
ments in the scientific /technical /electronic fields to meet the needs 
of the Agency's audio countermeasures program: 

(a) Critically needed countermeasures equipment will 
be procured through available aourcea to meet the state-of- 
the-art advances in positive audio. The need for t his pro- 
gram is sven mors serious in view of the failure of | 

to develop and deliver equipment under an 
RfcD contract with the Technical Services Division. 

(b) Keep abreast of developments in the laser/IR 
fields and develop effective detection equipment against 
these threats. 
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’rogram 


To meet the objectives established for the Industrial Security 
Support Division, the Division will become the central point for the 
issuance of CIA industrial security policy and guidance. 


2. Inspection 


Assure the conduct of industrial security inspections and 
relnspectlons on a scheduled basis to support tbe contracting offices 
in the maintenance of their contract*. 
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3. Counter "Intelligence Frogggn 


Industrial security activities will be reviewed to identify 
counterintelligence information and assist in the implementation 
of counterintelligence program*. 

4. Management Information Program 


Through automatic data processing equipment top manage- 
ment will be provided a current statu® of contracting activity in 
CIA. 


Industrial security education program * will be developed 
lor Career Security Officer*, Agency contracting offices and 
tec hni cal officers, contractors and their personnel. 

INVESTIGATIONS 


1. POD Index 

Perfect system for cheeking through automatic data process- 
ing the OOP master index at Ft. Holablrd, Md. 

Z, Covert Clearances 

Continue discussions with Cl Staff with a view toward promul- 
gating an appropriate Headquarters Regulation governing process- 
fng procedures for Covert Security Approvals, Proprietary Approvals, 
and Operational Approvals. 


i ratios 


To continue to train personnel and maintain facilities to insure 
that the office has the capability for effectively providing operational 
support of any type to all components of the Agency with *P*~ 
emphasis on Improving our capability in audio and physical surveil- 
lances. 
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